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"Jag ar trygg for jag ar sa totalt ointressant for skurkar"




Brottslighet: rana pa Bagarstugan eller rana pa natet?
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"Jag ar trygg for jag ar sa totalt ointressant for skurkar"
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"Det maste finnas ett battre satt..."
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Ransomware (och dataintrang & utpressning)
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Vastaamon tietomurto Ransomware Attacks. PHOTO: Cybercrime Magazine.

Tata artikkelia tai sen osaa on pyydetty paivite aksi, i on osin vanhentunut.

e e e ‘ Global Ransomware Damage Costs Predicted To Exceed
$265 Billion By 2031

Psykoterapiakeskus Vastaamon tietomurto on vuosina 20182019 tapahtunut!’] ja 21. lokakuuta 2020 julkiseksi tullut?! tietomurto, jossa jopa 33 000 Psykoterapiakeskus Vastaamon asiakkaan henkils- ja potilastiedot varastettiin ja ai

verkossal'l. Kayttajanimella ransom_man esiintynyt toimija yritti kiristaa tietojen julkaisulla rahaa aluksi Vastaamolta ja myshemmin yksittéisilta asiakkailta kiristyksessé laajemmin kuitenkaan onnistumatta.[*l Muun muassa titoturva-asia o o @

apulaistietosucjavaltuutettu Jari Raman kuvasivat tapausta kansainvalisellé tasolla poikkeukselliseksi tistomurroksi potilastietojen haikailemattoman kiristyskéyton vuoksi.!

Tietomurtoa tutkii keskusrikospoliisi ja Vastaamon tistoturvan riittévyytta tietosuojavaltuutettu.1%) Tietomurron tekijaa tai tekijsit ei ole saatu kiinni.[®) Tietomurto on herattanyt lagjaa keskustelua kyberturvallisuudesta, identitesttivarkauksis Fastest growing type of cybercrime is expected to attack a business, consumer, or device every 2

henkilstunnuksen kéytosta Suomessa. 718!

seconds by 2031 Press Release
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Linus enkla tips, rad 1

e Spara en kopia av viktiga filer (bilder av barnen, boken ni skriver, etc.) externt

- t.ex. pa USB eller mejla at er sjalva
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Digifanskap — en kort historik (med nagra rad)
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Det hela borjade med (besvarlig) matematik
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Den forsta raknemaskinen — och Ada Lovelace

The Difference Engine
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Ada Lovelace Charles Babbage
(1815-1852) (1791-1871)
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100 ar senare (1945): forsta programmerbara datorn
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En liten del av datorn ENIAC,
och tva “computers”
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Utmaningen: att helt enkelt fa nagot att lyckas

Fungerar, men lite
begransad nytta

Svensk telefon (1896)

Joe Engressia lar sig hur
telefoner fungerer...
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Nar man vet hur nagot fungerar...

€ Reply|v [ Delete Junk|v  eee X
Wow!

Sauli Niinisté <finlandspresident@finland.fi> ® & Reply |V
Wed 15/08, 11:40
Linus Nyman %

Inbox
Hej Linus,

Dude - dina férelasningar om informationssakerhet ar helt sjuuuuukt bra!

Mvwh,
Sauli




Egentligen handlar allting om sarbarheter




Linus enkla tips, rad 2

e Uppdatera era datorer (och telefoner, etc.)

URGENT: CRITICAL | | DETAILS: FixeS AN 16SUE | (THIS UPDATE WILL REQUIRE
& UPDATE AVAILABLE! | | THAT WAS cAUSING RaNDot | RESTARTING YOUR (OMPUTER.)

é‘ LAPTOP ELECTRICAL FIRES.
é REMING

ME LATER




Svarare att uppdatera: sarbarheter i anvandare




Soapy Smith (1860-1898)

e Fick sitt smeknamn fran (lurendrejeri med)
tvalforsaljning

e Bland de forsta att utnyttja teknik (pa satt och vis)

e Samma koncept da som nu: bérja med en logn,

fa den att verka trovardig

,50_.5. Ila.‘ Wfﬁ."ﬂi;,, Jonnelly. ook i
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Logner hjalpta av var brist pa kunskap om teknologi

You don’t know me and you're thinking why you received this e mail, right? 12 Sextortion Scam Uses Recipient’s Hacked

] Passwords
Well, I actually placed a malware on the porn website and guess what, you

visited this web site to have fun (}’O‘I.l know what I mean). While you were Here’s a clever new twist on an old email scam that could serve to make the con far more
. . believable. The message purports to have been sent from a hacker who's compromised your
WaTChlng the V'ldeG, your w eb browser acted as a RDP (Remote Desktop) and a computer and used your webcam to record a video of you while you were watching porn. The

kEleggE]‘ which pl'OVidEd me access to your displa}' screen and webcam. R_lght missive threatens to release the video to all your contacts unless you pay a Bitcoin ransom.
The new twist? The email now references a real password previously tied to the recipient’s

after that, my software gathered all your contacts from your Messenger, e
email address.

Facebook account, and email account.

What exactly did 1 do? S e x T() r z' m

I made a split-screen video. First part recorded the video you were viewing
(you've got a fine taste haha), and next part recorded your webcam (Yep! It’s
you doing nasty things!).

You have 24 hours in order to make the payment. (I have an unique pixel
within this email message, and right now I know that you have read this
email). If I don’t get the payment, I will send your video to all of your contacts
including relatives, coworkers, and so forth. Nonetheless, if I do get paid, I will
erase the video immidiately. If you want evidence, reply with “Yes!” and I will
send your video recording to your 5 friends. This is a non-negotiable offer, so
don’t waste my time and yours by replying to this email.



Teknologi for att hjalpa gora logner trovardigare

Free Online Fake Mailer With Attachments, Encryption, HTML Editor
And Advanced Setting

Email “spoofing”

e Valj sjalv vem det ska se ut att
T komma fran
To Email: . o - .

T Sajter pa natet erbjuder det
Din.Epost@dintidning fi
Man behover inte veta eller forsta
Kalla

tekniken bakom det

(Finns ocksa for sms)

Av Nigon Orsak Behover Jag Veta Namnet P4 Din Kalla.

TE"T OUTREACH




CEO scam, VD bedrageri

Heyj, Hej, Heyj,

Jag ar pa resa — Beklagar, vi skickade Vi'har bytt bank.

hinner du skota? fel rakning gallande Vanligen uppdatera vara
Du ar bast! foretagskopet. Bifogad betalningsuppgifter
(Sent from my ar den ratta. Mvh,

IPhone) -Er leverantor

@ OUTREACH



Stora summor? Stora satsningar

Organizational Chart

General Assembly
irectors




Grundkurs | phishing: 1) Iogn 2) klicka 3) logga in

HANKEN

C » S Reply |v

Wed 15/08/2018 11:14

To: (I -

Due to a recent Phishing email that has been going around the HANKEN most Student/Staff Service accounts have been
compromised.

Your account access has been indefinitely revoked. Log on to HANKEN Self Service to have your account verified and
reactivated now.

Click here to log on

Thank you,
IT Department,
HAMNKEN
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Klickar vi sa kommer vi till en sida som ser akta ut...

wllelisa 4G 12.10 C 7% 99%mm

H A NKEN STUDENT & STAFF EMAIL VERIFICATION

LAST PUBLISHED

User Agreement Template help desk
Type of Content
DESCRIPTION OF THE HANKEN b

SCHOOL OF ECONOMICS USER

et ...men informationen

Shibboleth and Haka
Email o o H
Start using your user ID g ar I re t tl
Verify Passwerd

skurkarna

This site uses cookies to personalize your experience, analyze site usage, and offer tailored promotions. I accept

@ OUTREACH



= C | & Secure | https://helsinki-help-desk.weebly.com/#

University of Helsinki Helpdesk ¥

'STUDENT & STAFF EMAIL VERIFICATION

Email
Username

Passwerd

SUBMIT

University of Helsinki Contact
P.0.Box 3 (Fabianinkatu 33)
SR S HINEC S L Center for Information Technology

Switchboard + 358 (0) 2941 911

Information Security and Terms of
Use




Enda sattet att se var du egentligen ar

https://helsinki-help-desk.weebly.com/#

TE"T OUTREACH




Exempel pa phishing

® You have been hacked! — byt I6senord!

e Du anvander en foraldrar version av
programmet, uppdatera nu.

e Pa er begaran har vi avslutat ert konto.
(Fragor? Logga in.)

e Tack for din stora betalning! (Fragor?)

e Din ansotkan till klubben "Dagliga porr-lankar

direkt till din jobb epost" har godkants.

@ OUTREACH



Linus enkla tips, rad 3: hur kdnna igen phishing

RS e Destu mera panikslagen du blir av ett
N _ =5 epost, destu sakrare kan du vara att

det ar lurendrejeri




"Vill min ex hacka mitt Facebook konto s& gor han det”
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En sarbarhet med online konton...

Tiger Woods threatens ‘aggressive' legal action

Apple Media Advisory

Update to Celebrity Photo Investigation

We wanted to provide an update to our investigation into the theft of
photos of certain celebrities. When we learned of the theft, we were
outraged and immediately mobilized Apple’s engineers to discover the b oo slgricoriding sosiop i Most Popular
source. Our customers' privacy and security are of utmost importance to

Reported Apple iCloud Hack Leaked Hundreds of
e - - SRR A ’ ' - Nude Celebrity Photos
certain celebrity accounts were compromised by a very targeted attack on 014 & swa

user names, passwords and security guestions, a practice that has \‘

investigated has resulted from any breach in any of Apple's systems
including iCloud® or Find my iPhone. We are continuing to work with law
enforcement to help identify the criminals involved.

To protect against this type of attack, we advise all users to always use a
strong password and enable two-step verification. Both of these are
addressed on our website at http://support.apple.com/kb/ht4232,

@ OUTREACH



Linus enkla tips, rad 4: Tvastegsverifiering

e Skyddar konto &ven om nagon vet/gissar ditt [6senord

e Kan goras t.ex. med meddelande till telefonen

j-appleseed @icloud.com

asy 1{l2]|31]| 4

(Har du en otrevlig ex, ta kontakt) @ OUTREACH



Digifanskap — och forsiktigt valda (eller gomda) ord




Hypponen: The biggest lie on the internet




Hypponen: The biggest lie on the internet

"I have read and accept the

terms and conditions”

@ OUTREACH



Saker gomda | kontrakt

Flashlight Apps on Google ¥
Play Request Up to 77 » unroll.me
Permissions

by Luis Corrons — September 10, 2019 — 7 min read

Your Roomba Is Making A Map Of
Your House, And It Might Give It To
Other Tech Companies

vacuum has been mapping your house since 2015, and it's considering

By continuing to browse our site you agree to our use of cookies,revised Privacy
Policy and Terms of Service. More information about cookies

TE"T OUTREACH




Linus enkla tips, rad 5

e Kolla vilka rattigheter en app vill ha innan ni laddar ner den

e (Vill ni gbra mera: installera Privacy Badger och en "ad blocker")

@ OUTREACH



ARTIFICIELL INTELLIGENS (FORENKLAT)

TE"T OUTREACH




‘MACHINE LEARNING” OCH “Al”

e Data in, data behandlas, ny data ut

e Slutprodukten bestams av vad du stoppar in |
maskinen och hur det behandlas

e Mums in, mums ut — ackel in, ackel ut

uuuuu

e Satter du in data som ar problematisk sa far 0080
du inte ut goda beslut fast det ar Al och e
machine learning.

@ OUTREACH




NAR Al OCH MACHINE LEARNING GAR SNETT...

The Telegrapbe
& - Technology Intelligence
Chinese businesswoman accused of

jaywalking after AI camera spots her
face on an advert




DATORN SOM LARDE SIG BLI RASIST

Tay, Microsoft's Al chatbot, gets a crash
course in racism from Twitter

Attempt to engage millennials with artificial intelligence "
backfires hours after launch, with TayTweets account citing Hitler M.
and supporting Donald Trump

Elle Hunt




DATORN SOM LARDE SIG BLI KVINNOHATARE

Ehe New York Eimes « F

[n ‘Brotopia, Silicon Valley

Disrupts Everything but
the Boys' Club

By Jennifer Szalai

Feb. 7, 2018 f L




FRAN DISKRIMINERING TILL DOD?

SIGNIFICANC SIGNIFICANC I ASAY

AMERICAN STATETICAL ASSOCATION
Prasating o

5TA] :
BATA | VBN | pEEAn Pracrica sed robasian of S

In Detail G Free Access

Police want to forecast future crimes. But biased

data may be skewing their perspective To p r'ed ict a n d Se WE?

Kristian Lum, William lsaac
. o : 07 October 2016 | https://doi.org/10.1111/j.1740-9713.2016.00960.x

x| PDF ‘\ TOOLS « SHARE
Abstract

Predictive policing systems are used increasingly by law enforcement to try to prevent
The Eyam plague crime before it occurs. But what happens when these systems are trained using biased

Election watch data? Kristian Lum and William Isaac consider the evidence - and the social
conseguences

@ OUTREACH



Linus enkla tips, rad 6

e Var skeptiska

— En glassmaskin gor inte glass av kattmat och koskit, “artificiell intelligens”
och "maskin learning" ger inte ndédvandigtvis problemfria svar

@ OUTREACH



Tack! :-) Fragor?

Linus Nyman / somerandomfinn@ protonmail.com / digifanskap.com


mailto:somerandomfinn@protonmail.com

Linus enkla tips

1) Backups, spara bilder pa USB, mejla viktiga filer at er sjalva
2) Uppdatera era datorer

3) Panik av epost? Antagligen lurendrejeri

4) Tvastegsverifiering (atminstone for epost)

5) Kolla rattigheter innan ni laddar ner appar

6) Var skeptiska (stora ord betyder inte bra resultat)

Linus Nyman / somerandomfinn@ protonmail.com


mailto:somerandomfinn@protonmail.com
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